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Abstract—The domain name system (DNS) is a crucial backbone of the Internet and millions of new domains are created
on a daily basis. While the vast majority of these domains are
legitimate, adversaries also register new hostnames to carry out
nefarious purposes, such as scams, phishing, data stealing via
DNS tunneling or other types of attacks in context of e-crime.
In this paper, we present insights on the global utilization of
DNS through a measurement study examining exclusively newly
observed hostnames via passive DNS data analysis. We analyzed
more than two billion such hostnames collected over a period
of two months. Surprisingly, we find that only three second-level
domains are responsible for more than half of all newly observed
hostnames every day. More specifically, we found that Google’s
Accelerated Mobile Pages (AMP) project, the music streaming
service Spotify, and a DNS tunnel provider generate the majority
of new domains on the Internet. DNS tunneling is a covert
channel technique to transfer arbitrary information over DNS
via DNS queries and answers. This technique is often (ab)used by
attackers to transfer data in a stealthy way, bypassing traditional
network security systems. We find that potential DNS tunnels
cause a significant fraction of the global DNS requests for new
hostnames: our analysis reveals that nearly all resource record
type NULL requests and more than a third of all TXT requests
can be attributed to DNS tunnels.
Motivated by these empirical measurement results, we propose
and implement a method to identify DNS tunnels via a step-wise
filtering approach that relies on general characteristics of such
tunnels (e.g., number of subdomains or resource record type).
Using our approach on empirical data, we successfully identified
273 suspicious domains related to DNS tunnels, including two
known APT campaigns (Wekby and APT32).
Index Terms—DNS, Newly Observed Hostnames, DNS Tunneling, Measurement Study

I. I NTRODUCTION
The resolution of domain names to IP addresses provided
by the Domain Name System (DNS) is fundamental for
comfortably using the Internet. Every Internet user utilizes this
functionality, thus making it an attractive target for attacks.
As a result, it is important to understand the development
and use of DNS in the wild. Abuses such as DNS as amplification protocol in the context of DDoS attacks, cache
poisoning attacks , domain name abuse, or censorship activities
are known and have been thoroughly analyzed in previous
publications [1]–[4]. In addition, various measurement studies
described the development and changes in the DNS ecosystem
and discussed several aspects, such as interception, dependencies, misconfigurations, or measurement challenges [5]–[8].
However, a comprehensive analysis of previously unknown or
new requested hostnames has not been performed so far.

In this paper, we conduct a systematic measurement study
on this topic on passive DNS data obtained from the globally
distributed Farsight DNS sensor network [9]. Our analyzed
data set consists of newly observed fully qualified domain
names (FQDNs) only, i.e., it does not contain widely known
domain names like google.com or facebook.com, but only
domains observed being resolved for the very first time.
In total, we analyzed more than two billion such domains
collected over a period of two months.
We show that the majority of these FQDNs do not originate
from an average user surfing the Internet, but are automatically
generated. In a first step, we performed an in-depth structural
analysis of the obtained FQDNs to understand which application scenarios require the use of new FQDNs and later on analyze them in detail. We found especially automated requests
from Google’s AMP project, Spotify, and DNS tunnels in our
data set responsible for half of all entries, indicating further
analysis is crucial. From a security perspective, especially
DNS tunneling is interesting because it allows an attacker the
covert transfer of information. Although, many publications
already dealt with DNS tunnels [10]–[24], a comprehensive
global overview of the real-world usage of DNS tunnels is
missing. Therefore, we analyze to what extent DNS tunnels
can be found in a large, aggregated data set of newly observed
hostnames. Furthermore, we search for examples of malicious
activity and conclude that it is an actual real-world threat.
As previously explained, DNS tunnels are hidden, often
not monitored communication channels. Attackers use them
for the extraction of information as well as the establishment
of command and control channels (e.g., FrameworkPOS [25]
or C3PRO-RACCOON [26]). Even advanced persistent threat
(APT) actors use this technique to successfully attack their
targets (e.g., Wekby [27], APT32 [28], or APT34 [29]). Two
recent examples of using DNS tunneling for malicious purposes are from February 2018, a point of sale (POS) malware
used it for data exfiltration (UDPoS [30], [31]), and November
2018, a campaign targeting middle east (DNSpionage [32]).
Although the technique is already known for some time, it
is still popular as an attack vector [33] and therefore it is
important to understand usage in order to identify campaigns
that use this technique early on. Existing efforts to analyze
DNS tunnels depend on an internal network view, i. e., a local
network in which the presence of DNS tunnels is detected
and analyzed. In contrast, our approach of examining passive
DNS data with newly observed hostnames from a distributed

sensor network allows a broad overview of DNS tunnel usage.
In particular, we introduce a step-wise approach with filter
functions which take characteristics of known DNS tunnels
into account to reduce the passive DNS data down to potential
DNS tunnel domains, e.g., number of subdomains per secondlevel domain, used resource record type (e.g., A, TXT, NULL),
or level of full hostnames. Thus, we can analyze the filtered
data to estimate the extent such tunnels are used in the wild.
We discovered 273 candidate domains within resource
record types NULL and TXT, which were potentially used for
DNS tunneling. We observed that almost all type NULL traffic
and about 35 percent of type TXT traffic is related to DNS
tunnels. Additionally, we provide a survey of the development
of DNS tunnel usage by malicious software. With our analysis
approach, we were able to identify two APT groups (APT32
and Wekby) related to ten second-level domains in our data
set, which we analyze in more detail in two separate case
studies. Finally, we discuss threats to validity of our filtering
approach.
In summary, we make the following contributions:
1) We conduct a measurement study of the usage of DNS
requests with new fully qualified domain names on a
passive DNS data set to get new insights into a so far
overlooked aspect of the DNS.
2) We provide insights on how DNS tunnels are used in
practice and propose a simple, yet effective collection of
filtering functions for identifying DNS tunnels in passive
DNS data (or rather identifying suspicious domains) and
demonstrate its applicability in practice.
3) We discuss two case studies of APT campaigns using
DNS tunnels (APT32 and Wekby) seen in our collected
data set to confirm that future work should look at newly
observed hostnames for detecting DNS tunnel activity
on a global scale and present a brief survey of malware
utilizing DNS tunneling techniques.
II. BACKGROUND
Before we present our measurement study, we provide basic
information to ease understanding the rest of our paper. First,
we describe the DNS and passive DNS data. Afterwards, we
introduce the concept of DNS tunnels.
A. Domain Name System
The Domain Name System (DNS) is hierarchically structured so that no central database with all DNS information
exists. When a client needs information from the DNS, it sends
a request to a predefined local DNS resolver. If this server
cannot answer the request, it forwards the request to one of
the root servers. Then the request is forwarded to the server
of the top-level domain, which forwards the request to the
server responsible for the second-level domain. This continues
until a DNS server can provide the appropriate answer. Servers
forwarding a DNS request are referred to as recursive DNS
servers. Accordingly, it is possible to visualize the DNS
namespace as a tree [34]. The most right part of a domain is
at the topmost position in the hierarchy of the tree (.[empty])

and the most left part is at the lowest position (e. g., www).
The highest hierarchical level is called the root. Topologically
below, and thus listed to the left of the root, is the name
of a top-level domain (TLD) (e. g., com). Below the toplevel domain are the names of the second-level domains (e. g.,
example) followed by third-level domains or simply further
labels of lower levels. Each level in a domain is called label.
The full name of a domain is called Fully Qualified Domain
Name (FQDN). Hence, the domain name www.example.com. is
a FQDN with three levels. A subdomain is a part of a FQDN,
e.g., example.www.foo.com is a subdomain of www.foo.com.
A FQDN’s maximum length is restricted to 256 characters;
effectively it is still necessary to remove the TLD (at least two
characters) and the root (1 character), allowing a maximum
number of 253 characters. The maximum length of individual
labels is 63 characters.
Besides translating memorable domain names into their
corresponding IP addresses, DNS offers further features. Each
DNS request contains a field called resource record type
(rrtype) which encodes the purpose of the corresponding DNS
request: type A and type AAAA resolve domains to IPv4
or IPv6 addresses, type CNAME provides aliases, type MX
finds the matching mail server, and type NS returns the
corresponding nameserver. Other types include, e. g., TXT for
transmitting text data and NULL for arbitrary content. In total,
DNS supports 92 different resource record types [35].
B. Passive DNS
Passive DNS (pDNS) was commercialized in 2002 by Sandstorm Enterprises in the NetIntercept product which appears in
the work of Corey et al. [36]. In 2004, Weimer introduced the
concept of pDNS as a defense against malware [37]. The basic
principle is as follows: recursive DNS servers log requests they
receive from other DNS servers. Passive DNS replicates the
received requests from multiple recursive DNS servers into
a central database; thus the overall result is aggregated data.
Later on, researchers and analysts can use pDNS databases,
e. g., to discover DNS queries resolved for a particular domain
name, corresponding nameservers, or other zones using the
same nameservers. This provides an opportunity to search
for known malicious IP addresses and find all domain names
associated with these IP addresses.
Various companies collect data from recursive DNS servers
(in this context often referred to as pDNS sensors) in large
databases. For example, Farsight operates a globally distributed passive DNS sensor network, collects the data centrally (DNSDB), and provides access to it via live feeds
(Security Information Exchange (SIE)) [9]. The advantage of
these live feeds is that the raw data can be saved, including all
seen DNS requests, but also prefiltered data, e. g., only new
FQDNs. We expect Farsight to receive a significant fraction of
all DNS requests observable in the wild due to the worldwide
distribution of pDNS sensors [38].
A pDNS entry contains various information like a timestamp
and a message field. Table I presents an exemplary pDNS

Table I
P DNS MESSAGE DICTIONARY EXAMPLE ( WE OMITTED THE FIELDS KEYS
AND NEW RR SINCE THEIR VALUES ARE EMPTY IN OUR EXAMPLE )

field

value

domain
time seen
bailiwick
rrname
rrclass
rrtype
rdata

teriava.com.
2017-07-01 09:35:04
teriava.com.
dsu9jr2czl.teriava.com.
IN
A
[”127.0.0.1”]

message field from the second-level domain teriava.com. It is
a dictionary including all relevant information, in particular:
1) Domain field: the used second-level domain.
2) rrname field: the FQDN.
3) rrtype field: resource record type of the DNS request.
4) rdata field: information for the DNS request response.
The bailiwick field indicates the authoritative server [39].
It is used by Farsight to avoid falsely accepting DNS results
from untrustworthy sources. The other fields are not necessary
for the further course of our work.
C. DNS Tunneling
Besides the primary purpose of the DNS protocol, namely
to query different types of data related to a specific domain, it
is possible to use the hierarchical infrastructure to send data
over it. The DNS requests of the queried domains go through
the recursive hierarchy of the DNS up to the authoritative
nameserver. A requirement to use DNS tunnels is the access
to a domain and a DNS server (authoritative nameserver),
which receives the DNS requests for the domain. The admin
of an authoritative nameserver can observe all incoming DNS
queries. Therefore, the answers to the queries are under control
of that admin, too. This behavior offers the admin a way
to receive and send data (data exfiltration/infiltration), i. e.,
to establish a two-way communication channel. In particular,
one-way communication (upstream) can be particularly hard
to detect since it may be used very stealthy. The advantages of
DNS tunneling include that DNS is almost always available, no
direct connection is established between victim and attacker,
and pure data exfiltration (upstream only) is difficult to detect.
Note, we focus on DNS tunnels transferring data inside
hostnames. Our research in Section IV (as well as previously
known malware see Section IV-B and the use of various DNS
tunnel tools see Section IV-A) showed that this type of tunnel
is most common in practice, and we thus concentrated on this
technique in the rest of this paper.
DNS tunnels have two closely related main purposes. First,
establishing a communication channel between two hosts
which are not allowed to communicate with each other.
Second, exchanging information in an obfuscated way. Many
public networks require their customers to login before surfing
and use DNS to display a captive portal. The availability of
DNS enables a customer to use a DNS tunnel and establish
a connection with a DNS server under her control to surf the

Internet. Even worse, an intruder can use a DNS tunnel in an
internal network to exfiltrate information, such as passwords,
or receive commands from an outside server. Since DNS is
often not monitored, this way of exchanging information often
remains undetected and has already been successfully used by
malware (see Sections IV-B and VI).
III. M EASUREMENT S TUDY ON THE U SAGE OF N EW
F ULLY Q UALIFIED D OMAIN NAMES (FQDN S )
In the following, we present the results of a measurement
study of newly observed hostnames to understand the possibilities of pDNS data analysis. Thereby, we focus on DNS
requests with new fully qualified domain names (FQDN) only.
We want to explore the reasons for requests with new hostnames since these are not conventional resolutions generated
by a user surfing the Internet. Additionally, we analyze the
distributions of resource record types and the utilization of
second-level domains with most subdomains.
A. Data Set Description
Farsight provided us access to their data live feed (channel
213). This feed is pre-filtered in terms of it is processing
only newly observed hostnames (FQDNs). In other words it
means we only see FQDNs that have not been observed by
Farsight before. However, of course we see also already known
second-level domains such like ampproject.net. The term new
refers to the full hostnames (e.g., new.example.ampproject.net).
We stored the live feed for about two months between June
30th, 2017 and September 1st, 2017. More than two billion (2,041,665,066) pDNS entries were collected and saved
(∼800GBytes). The mean count per day is 32,930,081.71,
the median is 34,374,936.5, and the standard deviation is
3,171,327.81. Thus, on most days we saved from 30 to 36
million requests.
B. General Measurement Results
Our analysis starts with statistics on various information
that can be obtained via pDNS data and then we present an
in-depth analysis with enriched information.
Distribution resource record types (rrtype): Table II sums
up the pDNS entry counts by rrtype and the share related to the
total observed data between June and August 2017. Although
the primary task of DNS is the resolution of hostnames into IP
addresses, represented by rrtype A and AAAA, for IPv4 and
IPv6, respectively, it is noteworthy that in total 21 different
rrtypes occur. Type A entries make up just over half of
all entries (almost 55 %). The proportion of AAAA rrtype
entries is rather low with almost 10 %. More than 95 % of
the entries represent five different types (A, NULL, AAAA,
CNAME, TXT, ordered by frequency). The remaining amount
is distributed among the types NS, MX and others. Figure 1
shows the numbers of the five most frequently observed types
as box plots per type. The distributions remain rather stable
over the measurement period. NS type records and CNAME
type records together represent a maximum of under ten
percent per day. Surprising is the large proportion of type

Table II
D ISTRIBUTION OF RESOURCE RECORD TYPE ENTRIES IN THE P DNS DATA
SET (J UN -AUG )
Type
A
AAAA
MX
NS
CNAME
TXT
NULL
Others

# Count

Share

1,121,025,638
197,388,865
682,948
7,662,147
156,708,021
41,593,164
432,232,574
84,371,709

54.90%
9.67%
0.03%
0.38%
7.68%
2.04%
21.17%
4.13%
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Figure 2. CDF (excerpt) for second-level domain names and their share of
total FQDNs for all entries (black) and separated by record type A (orange),
NULL (red), TXT (blue), and CNAME (yellow). A small number of domains
is responsible for many entries. In particular with type NULL only three
domains are required for over 98% of all entries.
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Figure 1. Absolute numbers of resource record types as box plots per type.
Most entries are of type A with about 20 million to 35 million requests per
day. Surprising is the large number of type NULL entries with between 5 and
14 million queries per day.

NULL entries, such entries represent up to 30 % of the total
traffic every day; in total, about 21 % are on average of
type NULL. According to RFC 1035 from 1987, this type
is only experimental [34]. The rrtype TXT also make up a
notable proportion of these entries. All other rrtypes were
rarely observed in the wild.
Distribution second-level domains to FQDNs: The most
remarkable observation is that a small amount of secondlevel domain names are responsible for a large number of
FQDNs, i.e., this implies that a few second-level domains
generate a massive volume of subdomains. Figure 2 illustrates
this behavior in a cumulative distribution function (CDF). The
black line represents all entries with all record types, whereas
the orange one represents type A, the red line NULL, the blue
line TXT, and the yellow line CNAME. The CDF for all types
(black line) indicates that roughly three second-level domain
names are responsible for about 50 % of the total newly
observed FQDNs. About 50 second-level domain names are
responsible for 80 %. Additionally, we can see that the rise of
the curve is slowly flattening, which means that many secondlevel domain names have very few new FQDNs. The curve
for record type A (orange line) is almost identical to the curve
for all entries. It is noteworthy that especially type NULL and
TXT contain even fewer domains, accounting for a major part
of the total entries. In contrast to this behavior, the curve of
type CNAME is flattened, which again indicates many secondlevel domain names with very few new FQDNs, showing a

broader distribution of second-level domains to FQDNs. We
investigate these domains in more detail in Section III-C.
Number of levels in the domain: For the following evaluations, we count the TLD node as the first level. Therefore, the
FQDN www.example.com. has level three. As expected, more
than 50 % of the observed domains have a level three or lower
in their rrname field. These requests are usually simple IP
address resolutions that occur when using the Internet and thus
adapts to the rrtype distribution (type A ∼55%). Nevertheless,
the amount of FQDNs with on average level five or lower
is about 30 % and about 20 % of the observed domains
have more than five levels. These kinds of queries are usually
not manually generated and may have different reasons (e.g.,
content delivery networks (CDNs) or DNS tunnels).
Distribution rdata sizes: The rdata field represents the answer to the corresponding DNS query. Typically, the response
should include an IP address, since DNS mainly translates
domain names into IP addresses. An IPv4 address is 4 bytes
and an IPv6 address 16 bytes in size. For our size determination with Python we consider the rdata fields as strings
and thus have an overhead, which we have to compensate.
The maximum size of 100 bytes is sufficient for this purpose.
Nevertheless, a remarkable proportion contains more than 100
bytes. Approximately 17.5 % of rdata fields are between 100
and 1000 bytes in size. A tiny proportion is even larger than
1000 bytes.
Figure 3 shows a scatter plot with a logarithmic scale on
both axis with the distribution of the average rdata field sizes
over the whole data set. It is evident that a substantial part has
tiny rdata sizes matching to domain to IP address resolutions
since they include just IP addresses. The largest counts appear
before 100 bytes. Between 100 and 1000 bytes, the count
continues to decrease, and over 1000 bytes are almost only
individual cases and a count of less than 1000. The largest
outlier on the X axis is just under 8000 bytes.
C. Additional Analyses and Results
Our results show that a small number of domains are
responsible for many DNS requests with new FQDNs. In the
following, we study the purpose of these domains. Regarding
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Figure 3. Scatter plot for distribution of the rdata size mean values over the
whole data set. Both scales are logarithmic for better visibility. Most queries
have rdata sizes smaller than 100 bytes. Most often the answers are 66 bytes
in size (about 6 million times, red dot above). However, there are isolated
cases where the rdata field is up to 7995 bytes in size (blue dot right).
Table III
T OP 10 OBSERVED SECOND - LEVEL DOMAINS . T HE DOMAIN
AMPPROJECT. NET REPRESENTS A THIRD OF ALL DOMAINS , ABOUT A
QUARTER ARE THREE - CHARACTER . DE DOMAINS , AND ALMOST 10% IS
SPOTILOCAL . COM .
Domain name
ampproject.net
53r.de
spotilocal.com
8u6.de
1yf.de
mts.ru
imrworldwide.com
dotnxdomain.net
cnr.io
dynapsis.info

Count
681,017,564
192,389,690
191,628,848
185,147,960
125,973,029
52,553,371
35,496,798
23,290,118
20,820,485
19,784,924

Share
33.37
9.43
9.39
9.07
6.17
2.58
1.74
1.14
1.02
0.97

%
%
%
%
%
%
%
%
%
%

our pDNS data set, the domains in Table III are the top
10 domains with most DNS requests with new FQDNs. The
domain names ampproject.net, 53.de, and spotilocal.com alone
represent more than 50 % of the total traffic with new FQDNs
in our data set. The domain name ampproject.net belongs to
the Google Accelerated Mobile Pages (AMP) project, which
aims at accelerating access to mobile websites faster [40].
The domain name 53r.de belongs to a German DNS tunnel
provider, also the other three-character domain names 8u6.de
and 1yf.de are part of it (see Section V). Together, these threecharacter domain names make up a quarter of the total data.
The domain name spotilocal.com in third place corresponds
to the music streaming provider Spotify [41]. The Spotify
Desktop Client uses a web server running on localhost. The
spotilocal.com domain points to the Spotify localhost server
and uses randomly generated subdomains to bypass browser
limitations on the number of running concurrent connections
to the same domain. The fourth domain mts.ru is related to
the mobile provider Mobile TeleSystems in Russia. The remaining domains are related to spyware (imrworldwide.com),
to DNSSEC (dotnxdomain.net), to canary/decoy tools (cnr.io),
and a content management system (dynapsis.info).
An overview of the number of subdomains per domain for
the top three domains over time is given in Figure 4. There is
an increase in ampproject.net, which confirms that the AMP

ampproject.net.

53r.de.

spotilocal.com.

Figure 4. Behavior of the top three second-level domains, representing more
than half of all observed requests. The trend of the number of ampproject.org
requests increases continuously overall, and the other two remain quite stable.

project is widely used and will likely be used more and more
due to the increasing number of mobile devices. In addition, a
linear regression analysis proves that the trend is significantly
rising.
Most of the used resource record types among the top 10
domains with most pDNS entries are of type A (as expected).
Exceptions are the three-character .de domains, which do not
use A resource records at all. About 73 % of all ampproject.net
entries are of type A and all spotilocal.com entries are of this
type because these always resolve to localhost. Comparing the
second-level domains with the most entries between type A
and AAAA, it is noticeable that ampproject.net is responsible
for most entries for both types. In case of type A, this domain
accounts for almost half of all queries and in case of type
AAAA, it accounts for more than 92 %. Almost all requests for
mts.ru are of type A, like almost all requests for dynapsis.info.
Requests to imrworldwide.com are of type CNAME.
Note, the number of requested CDN domains in the domain
field is negligible (less than 1 % concerning the entire data set).
A more in-depth analysis of the record types NULL and
TXT is worthwhile because these can transfer any data in their
response field and thus fit for sending arbitrary information in
a two-way communication channel well. Additionally, previously known malware and tools use DNS tunnel with these
particular types.
In summary, new hostnames are mainly used in three
scenarios: usage by the Google AMP Project, utilization by
Spotify, and DNS tunnels. These three scenarios account for
the majority of the collected data. Especially, the DNS tunnel
aspect is interesting from a security perspective. Moreover, the
large share of type NULL is unexpected.
IV. I DENTIFYING S USPICIOUS S ECOND L EVEL D OMAIN
NAMES IN N EWLY O BSERVED H OSTNAMES
We have seen in the results of our empirical measurements
that DNS tunnels are used a lot in practice. Next, we introduce
an approach to identify potential suspicious domain names that
may serve as DNS tunnels with the help of the information
obtained from our measurement study. First, we show the
possibility to detect and further distinguish between multiple

DNS tunnel setups in local networks and extract attributes
we can use to find DNS tunnels in the pDNS data. To make
DNS tunnel detection efficient, we then introduce a filtering
pipeline using the previously identified attributes and results
of our conducted measurement study that reduces the size of
the data set to simplify subsequent analyses.
A. Structural Analysis of DNS Tunnels
All DNS tunnel tools are easy to identify with an internal
network view, e.g., monitoring the DNS resolver of a company
network (see [11]–[17]). Tunnel tools significantly increase
the number of requests (up to 2000% more requests [42]),
making identification often easy. However, as the Internet has
changed in recent years, this is no longer correct in all cases. In
particular, for the identification of DNS tunnels in aggregated
global data, such as our Farsight data, the number of requests
alone is not sufficient. It is not usable because nowadays there
are many scenarios where many requests are sent to a secondlevel domain (e.g. see Section III Google AMP, Spotify, or
also CDNs). For this reason, we need to find more attributes
that can be used to identify DNS tunnels.
To first differentiate between DNS tunnel implementations,
we built a test network. In this network, we tested different
DNS tunnel tools under laboratory conditions, generated traffic
and saved it in PCAP files. By analyzing the generated PCAPs,
we were able to identify attributes that help to distinguish the
individual DNS tunnel tools. Therefore, we not only attempt
to distinguish DNS tunnel traffic from regular DNS traffic, but
also to determine the responsible DNS tunnel tool itself.
In our experiments, we used the following set of DNS tunnel
tools: iodine [43], dns2tcp [44], dnscat2 [45], dnscat [46],
and OzymanDNS [47] as these are well-known DNS tunnel
tools [48], [49]. More information about our utilized tools are
in Appendix A. We used iodine not only with the standard
configuration (record type NULL) but also with type TXT,
MX, SRV, CNAME, and A. In comparison, DNS2tcp uses
type TXT, dnscat2 utilizes three types (alternating CNAME,
MX and NULL during operation), dnscat utilizes CNAME and
OzymanDNS leverages type TXT.
Besides the DNS tunnel tools, we tested two DNS tunnel
providers, your-freedom.com and tunnelguru.com. The difference between a DNS tunnel tool and a DNS tunnel provider is
that the provider allocates the necessary infrastructure, which
we have to set up with a DNS tunnel tool ourselves. In our
experiments, the two tunnel providers used the type NULL.
In total, we tested 12 DNS tunnel implementations (five
tools extended with iodine in five different configurations and
two providers). For each implementation, we extracted the
most common values per attribute from our created PCAP
files. With this information, we created classes for each
implementation in which possible values for the respective
implementation are available. The following eight attributes
proved feasible to tell apart the DNS tunnel tools:
1) length of the FQDN without the third-level domain
2) number of levels
3) length of the fourth-level domain

4)
5)
6)
7)
8)

length of the fifth-level domain
resource record type
whether an encoding was used or not
special characters at the beginning of the FQDN, and
embedded particular substrings

When a FQDN is mapped to the implementations, the values
for the attributes are extracted from the examined domain and
compared to each appropriate attribute per implementation.
We tested in various experiments how many attributes
should match in order to assume the examined FQDN to be
associated comparable to the corresponding implementation.
We defined that at least six matching attributes out of eight
attributes represent similarly implementations. With this simple method, we were able to assign 97% of all seen DNS
requests to the correct implementation in our generated data.
When using yourfreedom.com, it is noticeable that a threecharacter .de domain is always used (in our test cases
53r.de). After further manual research we were able to assign
other three-character .de domains to yourfreedom.com namely
8u6.de, 1yf.de, and 2yf.de [50]. Through this experiment, we
are now able to identify three-character .de domains as DNS
tunnel domains. When using tunnelguru.com, it is noticeable
that a set of 53 three-character .in domains are used in our
experiments. The second-level domains randomly change per
session through the set of TLDs. With this experiment, we can
assign the seen three-character .in domains to a DNS tunnel
provider, too.
B. Survey: Known Malware Utilizing DNS Tunneling
Besides the tools tested in our lab environment, we also
analyzed a number of DNS tunnels that have been used in
malware or by Advanced Persistent Threat (APT) groups. In
the following, we provide a brief survey of the development
of the use of DNS tunnels of malware.
In general, previously known DNS tunnel malware can be
categorized by type of DNS usage, i. e., C2 communication or
data exfiltration. In addition, it is also possible to group them
according to the type of malware or type of attack target. There
is malware for payment terminals, malware for bot distribution
and control, and malware for targeted network attacks. Overall,
it is noteworthy that the examples of malware described in the
following always use type NULL or TXT. The utilization of
both types is reasonable, as text data or even any kind of
data may be transmitted in the response. Thus, a two-way
communication is ideal to implement.
In August 2011, attention was drawn to the Morto
worm [51], which used a DNS tunnel for C2 communication.
In the same year in September, another malware was analyzed
(Feederbot) [52]. Feederbot is a botnet malware that also uses
DNS as a C2 communication channel. At the beginning of
2014, a remote access Trojan appeared (PlugX Variants) [53],
of which a module implements C2 communication via DNS.
In October 2014, a malware (FrameworkPOS) was discovered
that implements data exfiltration using DNS requests [25]. It
targets Point of Sale (POS) systems. Another POS malware

that also uses DNS as an exfiltration channel is BernhardPOS from November 2015 [54]. In 2016, there were several
malware samples and APT groups that used DNS tunnels
for their purposes [26], [27], [29], [55], [56]. Multigrain
is a POS malware using DNS as exfiltration channel [55].
C3PRO-RACCOON used DNS tunnels for establishing a C2
communication channel during a botnet campaign [26]. The
APT groups APT34 and Wekby both make use of DNS tunnels
for C2 communication [27], [29]. In particular, the Oilrig
campaign in May and October used DNS as a communication
channel by the malware Helminth and ISMAgent [56]. This
campaign is loosely aligned with APT34. The Remote Access
Trojan DNSMessenger was discovered in March 2017 [57].
Moreover, in 2017, the APT32 group and another malware
(Alma Communicator) from Oilrig became noticeable [28],
[58]. A malware from 2018 is UDPoS which is a POS malware
using DNS for data exfiltration [30], [31]. The latest malware
is DNSpionage from 2018 [32], a remote administration tool
supporting DNS tunneling as covert communication channel.
C. Filtering approach
We use some of these common and uncommon attributes for
the reduction of our data and spotting potential DNS tunnel
domain names in course of a step-wise filtering. More specifically, the lessons learned from Sections III, IV-A and IV-B help
us to develop a filter approach for the aggregated pDNS data
for a second measurement study on the use of DNS tunnels in
the wild. The following filter functions are carefully created
manually based on our insights.
1) Number of subdomains.
2) Level of full domain (FQDN).
3) Resource record type (rrtype).
4) Size of response (rdata).
5) Known non-DNS tunnel use cases e. g., DNS-based mail
authentication or reverse DNS lookups.
6) Known second-level domains.
7) Entropy.
8) Character or bigram frequency [11].
Note that we do not need an in-depth analysis of the
responses since we want to detect besides two-way communication channels (up and downstream) also upstream-only channels which do not need any responses (6). In addition, we do
not use the already known attributes entropy (7) and character
or bigram frequencies (8) but focus on the information that we
can obtain directly from the pDNS data without any further
processing. With five features, we developed our step-wise
filtering approach for the identification of DNS tunnels. The
resource record type is an excellent prefiltering attribute since
our observations during the measurement study verify it as
a good starting point to effectively reduce a large amount of
pDNS data. The level of the FQDN, the number of subdomains
per second-level domain, known non-DNS tunnel use cases,
and known second-level domains are further attributes we
utilize to reduce the data set.
It is worth noting that we do not refer to local data with
information per client but to pDNS data, which allows us to

make statements on the global usage of new FQDNs. In local
networks, the number of subdomains to a second-level domain
is usually enough to detect a DNS tunnel. With our aggregated
data this does not work anymore because, otherwise, we would
get a lot of false positives [59].
Figure 5 illustrates the approach for filtering our gathered
pDNS data for potential suspicious DNS tunnel domains. As
input, we use the gathered pDNS data from Farsight SIE.
During our measurement study in Section III and the DNS
tunnel survey that we conducted in Section IV-A and Section IV-B, we discovered that tunnels predominantly use type
NULL or TXT. Therefore, in a first step, we prefilter for the
corresponding resource record types (0). The other types, like
A or AAAA, are filtered out because we found that in theory
tunnels can be implemented with these types but in practice,
they are not used. DNS tunnels utilize types like NULL or
TXT because these can transmit arbitrary information. After
prefiltering, further filter functions are applied. We begin with
filtering functions that remove as much as possible at the very
beginning in order to make the following filtering and analyses
execute on small data sets. It is necessary that the steps are
all performed to ensure proper results. Note that for a detailed
analysis, the results of the individual filter steps may be saved,
analyzed, and more customized.
We start by filtering known second-level domains (1). For
the known domains, we use a list of known CDN domains
and already known tunnel domains.
After that, we filter for requested FQDNs with at least
level four (2). We observed that DNS tunnel FQDNs usually
include a short constant third-level domain below the secondlevel domain. A third-level domain is mostly required as it
is elaborate to get an authoritative DNS server for secondlevel domains. However, theoretically tunnels could also use
second-level domains for transferring information. The tunnels
we investigated avoid this extra effort (i.e., running a DNS
server) by merely using a third-level domain. Additionally, the
third-level domain is short because the FQDN should encode
as much information as possible since the length of an FQDN
and the length of its subdomains itself are limited.
Next, we filter for at least two different subdomains per
second-level domain (3). When using DNS tunnels for data
transmission the straightforward way is to embed data inside
the requested FQDN. Thus, a certain number of subdomains
must always be generated, since most data transfers are larger
than the data size that can be sent in a single DNS request. In
other words, data must be split into smaller packets and then
processed with many DNS requests in order to transmit it via
DNS tunnels.
In the last step (4), we filter for known non-DNS tunnel
usage patterns. For example, the .arpa TLD entries, which
are used exclusively for infrastructure purposes [34], or DNSbased mail authentication mechanisms such as the Sender
Policy Framework (SPF) [60] or DomainKeys [61].
After using our step-by-step filter approach, a reduced data
set with potentially suspicious candidate domains remains.
This should then be checked manually by an analyst to
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pDNS
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#subdomains
4. special use
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Reduced
data
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(manual analysis)

Figure 5. Workflow of our filtering of pDNS data. As input we use our gathered pDNS data. Next, our filter pipeline begins with prefiltering regarding
resource record type. Afterwards, we apply further filter steps (known domains, minumum level, minimum number of subdomains per second-level domain,
special use cases). Consequently, we obtain a reduced data set which can then be manually examined by an analyst to decide whether it is a possible tunnel
domain or not.

finally decide whether the domain candidates are DNS tunnel
domains or not.
V. F ILTERING R ESULTS
In the following, we present the results of our filtering
approach to identify potential DNS tunnel domains. First, we
test our step-wise filtering method by checking each filter function on self-generated traffic. Next, we discuss the results by
prefiltering resource record type NULL and TXT since these
types are used by well-known malware (see Section IV-B),
and six out of seven tested tools or providers support them
too (see Section IV-A). To complete this, we consider results
for prefiltering by other types, e.g., CNAME.
A. Filter Function Evaluation
First, we demonstrate that our individual filtering steps
are applicable and do not filter known DNS tunnel packets.
We examine the individual filter functions on self-generated
DNS tunnel data. In addition, we analyze DNS data from a
standard computer for about one month (12th Oct 2018 to
9th Nov 2018). We did not observe a single type NULL or
TXT packet. In the reverse experiment, we confirmed that the
tunnel implementations mostly utilize types NULL or TXT.
The subsequent filtering for at least level four also does not
reduce any further entries from our tunnel PCAPs, as well as
filtering for at least two subdomains per second-level domain.
This, therefore, indicates that our filter sequence does not
remove any potential DNS tunnel domains from our tested
implementations.
B. NULL Domains
The results of the prefiltering by type NULL show that a
total of almost 99 percent of this type represents DNS tunnel
traffic (three-character .de, see Section IV-A). By applying our
further filter steps, 96 potential DNS tunnel domains remain.
According to manual analysis, these domains contain four
domains that are related to an APT campaign (APT 32). The
remaining domains are potential DNS tunnel domains, 35 of
which are unknown so far. About 80 percent of these domains
are iodine-like domains.
1) Detailed filtering steps:

Prefiltering: After filtering by record type NULL, we
reduced the whole data set by more than 70 % so that 96
different second-level domains with 439,463,986 pDNS entries
remain as our NULL domains.
Known domains: The filtered data set still contains threecharacter .de domains (53r.de, 8u6.de, 1yf.de, and 2yf.de),
which all belong to a DNS tunnel provider as learned in
Section IV-A). The share of these four second-level domains is
more than 99 %, i. e., almost the entire type NULL traffic can
be classified as DNS tunnel traffic. The second most common
category of domains are three-character .in domains, which
we can also connect to a DNS tunnel provider (again see
Section IV-A). The total amount of three-character .in domains
is 1,120,114 (0,25%) and belongs to 52 second-level domains
(e. g., qv4.in, mm4.in, na2.in, etc.). Therefore, we conclude
that NULL traffic should always be paid special attention to.
Min. level and min. #subdomains: We filtered by level (min.
level four) and by number of subdomains (min. two FQDN per
second-level domain), which did not remove further entries.
Special use cases: With NULL traffic, we did not consider
any special use cases and therefore did not perform further
filtering in this step.
Manual analysis: In the following, we discuss more information about the remaining domains. Therefore, we remove
the known three-character domains resulting in 40 secondlevel domain candidates with 1,900,389 pDNS entries for other
possible DNS tunnels. After a manually performed Google
web search, we were able to identify dashnxdomain.net as
a non-DNS tunnel domain. The remaining 39 second-level
domains showed typical DNS tunnel behavior, including a
lot of requests in a short period of time and randomly
generated subdomains. Furthermore, we identified four domain
names (gl-appspot.org, facebook-cdn.net, tonholding.com, and
nsquery.net) that were used by APT group APT32 (see Section VI-A for details).
Finally, we analyzed the remaining 35 domains in more
details (see Table IV). Initially, we categorized these domains
based on Google search results into four groups. We differentiated between the group Service-related (∼26%), such as Web
applications or blogs, the group Organization-related (∼11%)
which includes companies, the group Private-related (∼29%),
wherein individuals use tunnels, and the group Others (∼34%),

Table IV
R EMAINING SECOND - LEVEL DOMAINS AFTER FILTERING BY T YPE NULL AND KNOWN DOMAINS
second-level domain

bailiwick

# FQDNs

# days

iodine-like

group

dicksin.me.
toc.sc.
daemonslayer.net.
2cb262aa-...-4b772a5ee2df.ca.
ro.lt.
uk.to.
itsaunixsystem.net.
mooo.com.
mst-pro.ru.
opusbit.com.
uux1.com.
dillonbeliveau.com.
cehturkiye.com.
azvw.org.
fajri.info.
cokeduptrading.com.
ethicalreporting.org.
insmedportal.com.
allconnect.com.
clubarsenal.ru.
ab0.tj.
zensecurity.su.
pwnintended.com.
vorner.cz.
zestysoft.com.
us.to.
x86sec.com.
vasi.li.
khashaev.ru.
getgaze.com.
ambrisko.com.
notf2pool.com.
thegnet.tk.
plak.cc.
bgasecurity.com.

sub.dicksin.me
de.toc.sc
tunnel.daemonslayer.net
2cb262aa-...-4b772a5ee2df.ca.
tunz.ro.lt
tunz.uk.to
t.itsaunixsystem.net
purple-cow.mooo.com
d2.mst-pro.ru
i.opusbit.com
uu.uux1.com
t1.dillionbeliveau.com
vpn.cehturkiye.com
io.azvw.org
fajri.info
iodinens.cokeduptrading.com
tunnel.ethicalreporting.org
t.insmedportal.com
metuchen.allconnect.com
home.clubarsenal.ru
io.ab0.tj
d.zensecurity.su
t1ns.pwnintended.com.
dnsvpn.vorner.cz
t1.zestysoft.com
blipi.us.to
iodine.x86sec.com
t.vasi.li
ns.khashaev.ru
i2.getgaze.com
tunnel2.ambrisko.com
d.notf2pool.com
t1.thegnet.tk
t.t.plak.cc
tunnel.bgasecurity.com

1,044,739
387,435
103,081
74,261
62,740
42,398
36,006
18,177
14,080
10,956
8,353
8,097
5,048
4,888
4,877
4,067
3,148
3,037
3,014
2,975
2,863
2,352
754
718
408
209
100
94
22
17
4
4
4
3
3

5
36
2
3
1
2
1
9
4
3
5
1
3
1
1
2
1
1
2
3
1
1
1
1
1
2
1
2
1
2
1
2
1
1
1
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y
y
y
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y
y
n
y
y
y
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y
y
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y
y
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y
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Others
Service
Service
Others
Others
Service
Private
Service
Organization
Service
Others
Private
Service
Service
Private
Others
Organization
Others
Service
Private
Others
Organization
Others
Private
Private
Others
Service
Private
Private
Others
Private
Others
Private
Others
Organization

in which it became difficult to find a precise explanation. We
investigated that the third-level domain tunnel or tunnel2 is
used by four second-level domains (daemonslayer.net, ethicalreporting.org, ambrisiko.com, and bgasecurity.com). The
third-level domains t, t1, and t1ns are used by eight secondlevel domains out of the groups Private and Others. And the
third-level domains tunz, iodine, iodinens are used by four
second-level domains. All these domains give a clear sign
for being tunnel domains since their third-level domains are
rather short and refer textual to tunnels. For the remaining
19 domains, we do not have an extra indicator for DNS
tunnel usage, but the behavior is, in any case, DNS tunnel
comparable.
As a final step, we assigned the remaining domain names
to our tested DNS tunnel implementations. We could match
almost 80% of the traffic to iodine in the default settings.
C. TXT Domains
The results of prefiltering by type TXT show that a total of
about 35 percent of this type represents DNS tunnel traffic.
By applying our further automated filter steps, 233 potential
DNS tunnel domains remain. According to manual analysis,
these domains contain different domains that are related to
companies, universities, video streaming, and potential DNS

tunnel domains. Finally, we found another APT campaign
(Wekby) here as well.
1) Detailed filtering steps:
Prefiltering: Filtering type TXT reduces the data set by
more than 97 % so that 175.852 second-level domains with
42.175.478 pDNS entries remain. In this case, considerably
more second-level domains with far less FQDNs compared to
the NULL domains.
Known domains: The second-level domain with most subdomains is cnr.io. This domain belongs to Canary Tools (by
Thinkst Applied Research) and can, therefore, be filtered.
This step allows us to remove more than 21 million entries
and further halve the reduced data set. Furthermore, it is
conspicuous that three-character .de domains are prevalent
here, too (14,971,251 entries). About 35 % of the domains
in our TXT domains are related to DNS tunnels because we
already know them as DNS tunnel domains and can filter them
accordingly (see Section IV-A).
Min. level and min. #subdomains: Since the number of
potential domains presumably related to DNS tunnels, which
we refer to as domain candidates is still high, they cannot
be validated by hand. We use further filtering based on the
level (min. level four) and at least two FQDNs per second-

level domain. These filter steps reduce the data set to 7,700
potential DNS tunnel candidates.
Special use cases: In the next step, we reduced known nonDNS tunnel use cases from the data set. We removed DNS
mail authentication mechanisms (e. g., SPF, DKIM, DMARC,
DomainKeys) and rDNS requests. Due to the different filtering, it was possible to reduce the number of potential domains
to 233.
Manual analysis: When looking at the domains with most
FQDNs, it is noticeable that some companies and universities appear, for example arcticwolf.net, extrahop.com, berkeley.edu, or nlnetlabs.nl. The domain with most of the pDNS
entries is ksx.la and seems to be related to the domain knb.la
because the structure of the FQDNs (length, level, randomization) and the behavior (many subdomains) is identical for
both second-level domains. We have a total of 15 second-level
domains seen every day. In these domains we recognize the
following five groups.
1) company domain names such as arcticwolf.net, extrahop.com, or brightmail.com. (A total of six domains can
be counted as company domains)
2) video streaming domains, i. e., erlyvideo.org.
3) universities or nonprofit organizations such as berkeley.edu or nlnetlabs.nl.
4) the domains dsipsl.net, dsomc.net, dsoml.net, and
dsrmc.net seem to belong together by structure.
5) other domains that we can not assign (pf-d.ca and
ymapp.com).
Next we filter the daily seen second-level domains. After
filtering these, there are 216 domain candidates left. The
domains which only have one entry left after filtering are
removable as it is not possible to create a useful tunnel. This
led us to 156 domain candidates. A further correlation with the
Alexa top one million domains allows reducing the number of
domain candidates by another 28 domains since we assume the
Alexa top one million domains are not used for DNS tunnels.
The remaining 128 domains are suspicious tunnel domains.
Some second-level domains still belong to companies e. g., allconnect.com, safedns.com, panorama9.com,
and eset.com. However, we also find suspicious domains
like engineershow.com, sharepoint-microsoft.co or newsfeedsmicrosoft.press. engineershow.com seems to be used by a
malware and the other two domains are IOCs of the group
Copy Kitten [62]. Also interesting is the domain wetun.nl,
which was used for a CTF where iodine traffic had to be
analyzed [63]. Among the remaining domains, it was possible
to find even more indicator of compromises (IOCs) used by
the Wekby APT group to tunnel data via DNS. We provide
further details in Section VI-B.
D. Other Resource Record Types
For the remaining types it is worth taking a closer look at
CNAME, as three of the five tested tools in Section IV-A also
support CNAME.
After prefiltering by type CNAME and applying our further
filter steps, 182,205 potential DNS tunnel domains remain.

This number of candidate domains is too large to be fully
inspected manually. Therefore, we examined the Top 100,
which account for almost 80 percent of all entries. These
domains contain domains related to companies, universities,
video streaming, and potential DNS tunnel domains. Nevertheless, we were unfortunately not able to identify any other
previously unknown DNS tunnel domains.
We did not take a closer look at the other types, as they
are not commonly used for DNS tunnels (as we discovered in
Section IV).
VI. C ASE S TUDIES
After identifying potential DNS tunnels in our data set, we
present two case studies about the utilization of DNS tunnels
used in Advanced Persistent Threat (APT) campaigns. An APT
is usually a targeted network attack in which unauthorized
persons gain access to a network and remain undetected as
long as possible [64]. Targets are often organizations with
valuable information, e. g., governments, manufacturers, or the
financial sector. The case studies confirm that even malicious
DNS tunnels are found through our approach and that this is
a real-world threat. Note, already known DNS tunnels are the
only way to show that our approach works since we do not
have ground truth data. However, other potential DNS tunnel
domains detected in Section V are new and so far unknown.
A. APT 32
APT 32 (OceanLotus Group) is an APT group that was
uncovered in mid-May 2017 [28]. Through our filter approach for identifying potential DNS tunnels, we identified
four domains used by APT 32 in August 2017 with type
NULL. It is visible that the second-level domains found
by the introduced pDNS filtering approach (tonholding.com,
nsquery.net, gl-appspot.org, and facebook-cdn.net) are used
for data transmission (a large number of subdomains). The first
substantial use took place between August 18th and August
20th, i. e., a weekend (Friday to Sunday). The day with the
most requests was August 23rd (Wednesday). There is no clear
pattern at the time of use. A more extended analysis period
might be interesting to identify patterns in its usage. The most
requested domain during our records related to APT 32 is
gl-appspot.org (18.781 queries). However, facebook-cdn.net
(15.504 queries) seems to be important for the infrastructure
of APT 32 since it is used as email domain in the SOA records
of all other DNS tunnel APT 32 related domains. Appendix B
includes Figure 6 which summarizes the occurrence of these
second-level domains per day.
Through further research, we searched for all known indicator of compromises (IOCs) [28] for APT 32 in our data set. We
were thus able to find three more second-level domains which
were used during our data collection time (shalaghlagh.tk, teriava.com, ntpudateserver.com). The domain teriava.com seems
to represent a keepalive bit, as this domain was periodically
resolved once every other day during our measuring period.
The other domains were barely noticed. ntpudateserver.com
was spotted twice once with 19 entries on 07/17/2017 and once

with four entries on 08/11/2017, and shalaghlagh.tk only once
on 7/7/17 with two entries. We conclude that these domains are
not used for data transfer but probably C&C communication.
B. Wekby
Wekby is a second APT group which used a DNS C2
communication channel in mid-2016 [27]. It is remarkable
that since that time no further evidence exists on the use
of this communication channel. For this reason, one might
believe that the APT group—or to be precise, the infrastructure
used for the particular campaign—is not active anymore.
Nevertheless, we observed with our global view of DNS
requests with new FQDNs that the DNS C2 infrastructure of
the Wekby group has been used two times in our measurement
period. This, in turn, could mean that the covert channel is
still active. We discovered domains belonging to Wekby with
two different resource record types (A and TXT). Figure 7
in Appendix C shows the activities of the known Wekby
second-level domains in our data as a stacked bar chart. The
infrastructure was used two times, once between 17/07/26 and
17/07/31 and the second time between 17/08/10 and 17/08/25.
VII. T HREATS T O VALIDITY
In the following, we discuss several threats to validity and
limitations of our work. The first restriction of our work is
the focus on Farsight only as provider of pDNS data. Thus,
our global view is basically Farsight’s view on the DNS
ecosystem. Nevertheless, as far as we know, Farsight offers the
most comprehensive and complete view of DNS usage through
pDNS data. They further advertise to provide the largest realtime actionable threat intelligence on Internet changes [9], and
previous work also used Farsight SIE for global views [38].
Another limitation is the age of our data. We could not get
newer data, but we argue that the measurements are relevant
as newly observed hostnames have not been considered yet.
A further limitation is that we could not directly compare
our filter approach with other DNS tunnel detection approaches. However, a comparison without further adaptations
makes little sense, because we use a unique vantage point,
while existing work typically evaluated their approach on
internal networks. In our study, we examined DNS tunneling
from a global perspective (Farsight’s view) and not just locally
so that a comparison is not feasible. Additionally, to our
knowledge neither implementations nor data sets of existing
works are available for a direct comparison.
Furthermore, the approach to identify DNS tunneling
through the filtering of pDNS data has limitations. It is not
possible to assign the domain candidates to DNS tunnels with
100 % certainty, as we do not have any ground truth on
a global scale. To the best of our knowledge, however, the
indicators and behavior are most likely DNS tunnel traffic.
The filter approach allows DNS tunnels that do not transmit a lot of data, to be overlooked and wrongly filtered.
Our method is therefore only capable of robustly identifying
larger data transmissions inside hostnames from level four
and higher. Potential attackers may exploit this fact and can,

therefore, bypass our filter steps. However, data transmission
with low bandwidth are more difficult because data can no
longer be transmitted with bandwidth as large as possible.
Otherwise, we would detect the tunnel activity.
The assignment of domain candidates to DNS tunnel implementations is limited as we cannot confirm it. However, we
argue that we find similar structures and thus have made a
correct allocation with high probability. Of course, an attacker
could use a custom implementations that bypass our heuristics.
The confirmation that domains have been maliciously exploited is based on news and blog posts and may not be
complete. However, we tried to collect the information as
systematically and thoroughly as possible.
Another constraint is that pDNS data analysis inspects
machine-to-machine communication only, i.e., in turn, we do
not know who is using a DNS tunnel and who is under attack.
However, since we wanted to learn in a first step whether DNS
tunnels are used for evil purposes at all in the wild, this is
not within the scope of our work. In future work, one may
try to encode the queries identified as DNS tunnels and thus
determine the content to draw further conclusions about the
individual use of the particular tunnel.
Finally, manual work must always be included to validate
the filtered domain candidates. However, this is fine, since
the number of candidates should be manageable for manual
analysis. If it is not the case, it is possible to miss potential
DNS tunnel domains.
VIII. E THICAL C ONSIDERATIONS
Since we have only used pDNS data for our analyses, we
have not stored or analyzed any personal data. This is only
the machine-to-machine communication of DNS servers. Furthermore, we have made no effort to analyze the transmitted
data to identify potential senders or receivers or to learn what
information was transmitted.
IX. R ELATED W ORK
Detection of malicious domain usage: Past publications
already suggested systems to identify malicious domains based
on DNS information. Antonakakis et al. introduced Notos [65],
which analyzes pDNS data to detect a malicious domain
based on statistical features like the number of IP addresses
previously assigned to the domain or the number of malware
samples which reached out to the domain. Bilge et al. proposed
another system called Exposure [66], which uses a similar
approach but needs less training time and classifies domains
correctly, which were misclassified by Notos. These DNS
reputation systems focus on characteristics of the domain itself
or its usage. However, using DNS tunnels leads to different
patterns which these systems cannot detect. Additionally,
usage of a DNS tunnel is independent of the maliciousness
of the underlying domain so that it is not helpful.
Furthermore, Antonakakis et al. presented Kopis [67], a system to detect malicious domains at a higher level of the DNS
hierarchy than Notos and Exposure. Thereby, they achieve
a global view and earlier detection of malicious domains.

Liu et al. used pDNS data analysis to detect the usage of
subdomains for malicious purposes [68]. In this technique,
referred to as shadow domains, malicious actors gain access to
legitimate domains, e.g., via phishing. Afterward, they register
additional subdomains, which benefit from the reputation
of the original domain when used. Compared to our work,
the detection mechanism’s approach is similar. However, our
detection mechanism takes individual characteristics of DNS
tunnels into account, e.g., the type of the resource record or
the length of the rdata field.
Measurement studies: Many measurements already investigated various aspects of DNS. Examples of recent work are a
study on the structural robustness [69], on interceptions [5], on
censorship [4], on dependencies [7], on unwanted information
leakage [6], and about measurement challenges [8]. No other
work known to us has leveraged newly observed hostnames
for their purposes nor analyzed this data itself.
DNS tunnels: Several papers previously dealt with the
detection of DNS tunnels [11]–[24]. Homem and Papapetrou
presented a machine learning approach to discover protocols
being tunneled within the DNS [12]. Qi et al. described a
bigram based approach to detect DNS tunnels among regular
DNS traffic [11]. Aiello et al. presented a DNS tunnel detection technique based on statistical fingerprints of DNS packet
sizes as well as the time-interval in between [13]. Accordingly,
various works exist; however, these works always require an
internal network view. No work uses pDNS data to analyze
the usage of DNS tunnels in the wild.
In particular, the work of Paxson et al. [10] is similar to
our work with regard to the identification of DNS tunnels. The
authors introduced a technique to identify DNS tunnels using a
configurable threshold of the amount of information within an
FQDN. For that, they presented a procedure to measure the
information content of DNS query streams. They evaluated
and determined this method empirically and were able to
detect 59 confirmed tunnels (2 from an enterprise network with
individual clients and 57 from aggregated clients). In addition
to enterprise networks, they also used data from Farsight (SIE)
for aggregated data. The first difference is that we first present
a study on newly observed hostnames. And even with the
filter steps, we utilize simpler attributes and filter functions
to detect DNS tunnels in our data. We do not measure the
information content in query streams, but only use attributes
such as the number of subdomains or the resource record type.
Another difference is that with our measurement study, we
examined the use of only new FQDN and focused on the
global utilization. In addition, we analyzed the malicious use
of two confirmed DNS tunnels in separate case studies.
Other publications already analyzed malware using DNS
tunnels for data exfiltration or C2 communication [52], [70]–
[72]. However, no paper deals with the worldwide use of DNS
tunnels for malicious purposes.
X. F UTURE W ORK
We had only access to two months of data, while our method
could be applied to larger data sets. Therefore, for future work,

it is worth enlarging the analysis period by buying access to
the data feed to better understand the temporal evolution of the
use of newly observed hostnames. Additionally, an analysis of
a second more current pDNS source would be interesting to
see if the results change.
Since our results show that DNS tunnels are responsible
for a significant proportion of newly observed hostnames,
further analyses in the field of DNS tunnels might also be
interesting. In particular, a comparison of different approaches
to the identification of DNS tunnels could be performed. It
might also be of interest to investigate the transmitted data to
determine not only the actual usage but also the reason for
DNS tunneling. Last, the analysis of malware samples using
DNS tunnels may also be a promising option in the future.
XI. C ONCLUSION
In this paper, we presented new insights into the usage
of newly observed hostnames in the DNS via an empirical
measurement study. We showed that a small amount of secondlevel domain names are responsible for a significant fraction of
the total amount of newly observed new hostnames every day.
In particular, Google’s AMP project, a DNS tunnel provider,
and Spotify are responsible for about half of all requests with
new hostnames on the Internet. Future measurements should
make sure they correct for this.
Furthermore, we demonstrated that it is possible to identify
DNS tunnels by analyzing passive DNS data feeds. We found
that the use of DNS tunneling is widespread and represents
a large proportion of type NULL and TXT requests. During
the filtering, according to type NULL, we were even able
to assign the remaining domain candidates to DNS tunnel
tools. The most used tool is iodine, and a large part of the
total DNS tunnel traffic belongs to the DNS tunnel provider
yourfreedom.com from Germany. With these results, we could
show that DNS tunneling is used in the wild and accounts
for a considerable fraction of the total number of DNS new
hostname queries. According to our findings, DNS requests in
particular of type NULL should be blocked as they are almost
entirely tunneling traffic.
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[21] W. Ellens, P. Żuraniewski, A. Sperotto, H. Schotanus, M. Mandjes,
and E. Meeuwissen, “Flow-based detection of DNS tunnels,” in IFIP
International Conference on Autonomous Infrastructure, Management
and Security, 2013.
[22] T. Cejka, Z. Rosa, and H. Kubatova, “Stream-wise detection of surreptitious traffic over DNS,” in Computer Aided Modeling and Design
of Communication Links and Networks (CAMAD), 2014 IEEE 19th
International Workshop on, 2014.
[23] A. Karasaridis, K. Meier-Hellstern, and D. Hoeflin, “NIS04-2: Detection
of DNS Anomalies using Flow Data Analysis,” in IEEE Globecom 2006,
2006.

[24] M. Aiello, M. Mongelli, and G. Papaleo, “Basic classifiers for DNS
tunneling detection,” in Computers and Communications (ISCC), 2013
IEEE Symposium on, 2013.
[25] “New FrameworkPOS variant exfiltrates data via DNS
requests,”
https://www.gdatasoftware.com/blog/2014/10/23942-newframeworkpos-variant-exfiltrates-data-via-dns-requests,
accessed:
2019-06-22.
[26] “JAKU Analysis of a Botnet campaign,” https://www.forcepoint.
com/sites/default/files/resources/files/report jaku analysis of botnet
campaign en 0.pdf, accessed: 2019-06-22.
[27] “New Wekby Attacks Use DNS Requests As Command and Control
Mechanism,”
https://researchcenter.paloaltonetworks.com/2016/05/
unit42-new-wekby-attacks-use-dns-requests-as-command-and-controlmechanism/, accessed: 2019-06-22.
[28] “Cyber Espionage is Alive and Well: APT32 and the Threat
to Global Corporations,” https://www.fireeye.com/blog/threat-research/
2017/05/cyber-espionage-apt32.html, accessed: 2019-06-22.
[29] “Targeted Attacks against Banks in the Middle East,” https://www.
fireeye.com/blog/threat-research/2016/05/targeted attacksaga.html, accessed: 2019-06-22.
[30] “Inside the Capabilities and Detection of UDPoS Malware,”
https://securingtomorrow.mcafee.com/business/inside-capabilitiesdetection-udpos-malware/, accessed: 2019-06-22.
[31] “UDPoS - Exfiltrating Credit Card Data via DNS,” https://blogs.
forcepoint.com/security-labs/udpos-exfiltrating-credit-card-data-dns,
accessed: 2019-05-25.
[32] “DNSpionage Campaign Targets Middle East,” https://blog.
talosintelligence.com/2018/11/dnspionage-campaign-targets-middleeast.html, accessed: 2019-05-25.
[33] “39% of EU businesses suffering data theft,” https://www.pcr-online.
biz/resellers/39-of-eu-businesses-suffering-data-theft, accessed: 201906-22.
[34] P. Mockapetris, RFC 1035 Domain Names - Implementation and
Specification, Internet Engineering Task Force, November 1987.
[Online]. Available: http://tools.ietf.org/html/rfc1035
[35] “IANA Domain Name System (DNS) Parameters,” https://www.iana.
org/assignments/dns-parameters/dns-parameters.xhtml, accessed: 201905-25.
[36] V. Corey, C. Peterman, S. Shearin, M. S. Greenberg, and J. Van Bokkelen, “Network forensics analysis,” IEEE Internet Computing, 2002.
[37] F. Weimer, “Passive DNS replication,” in FIRST conference on computer
security incident, 2005.
[38] H. Gao, V. Yegneswaran, Y. Chen, P. Porras, S. Ghosh, J. Jiang, and
H. Duan, “An empirical reexamination of global dns behavior,” in ACM
SIGCOMM Computer Communication Review, 2013.
[39] P. E. Hoffman, A. Sullivan, and K. Fujiwara, “DNS Terminology,” RFC
7719, Dec. 2015. [Online]. Available: https://rfc-editor.org/rfc/rfc7719.
txt
[40] “Official AMP Project Website,” https://www.ampproject.org/, accessed:
2019-05-25.
[41] “spotilocal - Unofficial api for Spotifys local web server,” https://www.
npmjs.com/package/spotilocal, accessed: 2019-06-22.
[42] T. van Leijenhorst, K.-W. Chin, and D. Lowe, “On the viability and performance of DNS tunneling,” International Conference on Information
Technology and Applications, 2008.
[43] “iodine,” https://code.kryo.se/iodine/, accessed: 2019-05-25.
[44] “dns2tcp,” https://tools.kali.org/maintaining-access/dns2tcp, accessed:
2019-05-25.
[45] “dnscat2,” https://github.com/iagox86/dnscat2, accessed: 2019-05-25.
[46] “DNScat,” http://tadek.pietraszek.org/projects/DNScat/index.html, accessed: 2019-05-25.
[47] “OzymanDNS - Tunneling SSH over DNS,” https://room362.com/
post/2009/2009310ozymandns-tunneling-ssh-over-dns-html/, accessed:
2019-05-25.
[48] A. Merlo, G. Papaleo, S. Veneziano, and M. Aiello, “A comparative
performance evaluation of DNS tunneling tools,” in Computational
Intelligence in Security for Information Systems, 2011.
[49] M. Aiello, A. Merlo, and G. Papaleo, “Performance assessment and
analysis of DNS tunneling tools,” Logic Journal of the IGPL, 2013.
[50] “RECORD TYPE=NULL Records In DNSDB Mtbl Files,”
https://www.farsightsecurity.com/2017/03/08/stsauver-recordtype-null/,
accessed: 2019-05-25.
[51] “Morto worm sets a (DNS) record,” https://www.symantec.com/connect/
blogs/morto-worm-sets-dns-record, accessed: 2019-06-22.

Table V
U TILIZED DNS T UNNEL IMPLEMENTATIONS
tool

latest commit

iodine

2018

dns2tcp

2017

dnscat2

2015

dnscat
OzymanDNS

2005
2004

types

source

NULL,
PRIVATE,
TXT, SRV,
MX, A,
CNAME
TXT
TXT,
CNAME,
MX
CNAME
TXT

[43]
[44]
[45]
[46]
[47]

9000
8000
7000
6000

# count

[52] C. J. Dietrich, C. Rossow, F. C. Freiling, H. Bos, M. Van Steen, and
N. Pohlmann, “On Botnets that use DNS for Command and Control,”
in Computer Network Defense (EC2ND), 2011 Seventh European Conference on, 2011.
[53] “PlugX ”v2”: meet ”SController”,” http://blog.airbuscybersecurity.com/
post/2014/01/PlugX-v2%3A-meet-SController, accessed: 2019-06-22.
[54] “BernhardPOS - New POS Malware Discovered By Booz Allen,”
https://www.boozallenmdr.com/resources/news/bernhardpos-new-posmalware-discovered-booz-allen, accessed: 2019-05-25.
[55] “MULTIGRAIN Point of Sale Attackers Make an Unhealthy Addition to the Pantry,” https://www.fireeye.com/blog/threat-research/2016/
04/multigrain pointo.html, accessed: 2019-06-22.
[56] “OilRig Malware Campaign Updates Toolset and Expands Targets,”
https://researchcenter.paloaltonetworks.com/2016/10/unit42-oilrigmalware-campaign-updates-toolset-and-expands-targets/,
accessed:
2019-06-22.
[57] “DNSMessenger Revitalizes Fileless Malware, Uses DNS Queries
to Execute Attacks,” https://securingtomorrow.mcafee.com/business/
dnsmessenger-revitalizes-fileless-malware-uses-dns-queries-executeattacks/, accessed: 2019-06-22.
[58] “OilRig Deploys ALMA Communicator
DNS Tunneling Trojan,” https://researchcenter.paloaltonetworks.com/2017/11/unit42-oilrigdeploys-alma-communicator-dns-tunneling-trojan/, accessed: 2019-0622.
[59] “Plight at the End of the Tunnel,” https://www.endgame.com/blog/
technical-blog/plight-end-tunnel, accessed: 2019-06-22.
[60] S. Kitterman, “Sender Policy Framework (SPF) for Authorizing Use
of Domains in Email, Version 1,” RFC 7208, Apr. 2014. [Online].
Available: https://rfc-editor.org/rfc/rfc7208.txt
[61] M. Kucherawy, D. Crocker, and T. Hansen, “DomainKeys Identified
Mail (DKIM) Signatures,” RFC 6376, Sep. 2011. [Online]. Available:
https://rfc-editor.org/rfc/rfc6376.txt
[62] C. C. Security and T. Micro, “Operation Wilted Tulip,”
https://www.clearskysec.com/wp-content/uploads/2017/07/Operation
Wilted Tulip.pdf, 2017, accessed: 2019-06-22.
[63] “Toorcon
CTF
Triforce,”
https://gist.github.com/SwissKid/
438fbcf8a472be62ba4a412e37dc2d27, accessed: 2019-06-22.
[64] M. K. Daly, “The Advanced Persistent Threat,” Usenix, Nov, 2009.
[65] M. Antonakakis, R. Perdisci, D. Dagon, W. Lee, and N. Feamster,
“Building a Dynamic Reputation System for DNS.” in USENIX Security
Symposium, 2010.
[66] L. Bilge, E. Kirda, C. Kruegel, and M. Balduzzi, “EXPOSURE: Finding
Malicious Domains Using Passive DNS Analysis.” in Symposium on
Network and Distributed System Security (NDSS), 2011.
[67] M. Antonakakis, R. Perdisci, W. Lee, N. Vasiloglou, and D. Dagon,
“Detecting Malware Domains at the Upper DNS Hierarchy.” in USENIX
Security Symposium, 2011.
[68] D. Liu, Z. Li, K. Du, H. Wang, B. Liu, and H. Duan, “Don’T
Let One Rotten Apple Spoil the Whole Barrel: Towards Automated
Detection of Shadowed Domains,” in ACM Conference on Computer
and Communications Security (CCS), 2017.
[69] M. Allman, “Comments on dns robustness,” in ACM SIGCOMM Conference on Internet Measurement, 2018.
[70] H. Binsalleeh, A. M. Kara, A. Youssef, and M. Debbabi, “Characterization of covert channels in DNS,” in New Technologies, Mobility and
Security (NTMS), 2014 6th International Conference on, 2014.
[71] K. Xu, P. Butler, S. Saha, and D. Yao, “DNS for massive-scale command
and control,” IEEE Transactions on Dependable and Secure Computing,
2013.
[72] A. M. Kara, H. Binsalleeh, M. Mannan, A. Youssef, and M. Debbabi,
“Detection of malicious payload distribution channels in DNS,” in
Communications (ICC), 2014 IEEE International Conference on, 2014.
A PPENDIX A

5000
4000
3000
2000
1000
0
2017-08-01

2017-08-06

tonholding.com

2017-08-11
nsquery.net

2017-08-16

2017-08-21

gl-appspot.org

2017-08-26

2017-08-31

facebook-cdn.net
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can be used for any protocol that runs on IPv4. It works
on major Linux systems, Mac OS and Windows. The tool
dns2tcp was developed by Demvour and Collignon in 2008
and tunnels TCP traffic trough DNS. The tool dnscat2 is the
successor of dnscat that was released in 2004 as a Java based
DNS tunneling tool. OzymanDNS is a Perl tool developed
by Kaminsky in 2004 for tunneling SSH over DNS. Table V
summarizes our utilized implementations with information
about the latest commit of each tool and the supported resource
record types.
A PPENDIX B
APT 32: D ISTRIBUTION OF DOMAINS
Figure 6 summarizes the occurrence of the found APT 32
second-level domains per day.
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A PPENDIX C
W EKBY: ACTIVITY FOR TTYPE TXT AND A

The tool iodine was first released in 2006 by Ekman and
Andersson. It tunnels IPv4 packets through DNS and, thus,

Figure 7 shows the activities of the Wekby second-level
domains in our data as a stacked bar chart.
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